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applications, including route lookup, packet classification, per-flow state management and 
network monitoring. These applications, which typically occur in the data-path of high- 
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We present the first lock-free implementation of an extensible hash table running on 
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We present the first lock-free implementation of an extensible hash table running on 
current architectures. It provides concurrent insert, delete, and search operations with an 
expected 0(1) cost. It consists of very simple code, easily implementable using only load, 
store, and compare-and-swap operations. The new mathematical structure at the core of 
our algorithm is recursive split-ordering, a way of ordering elements in a linked list so that 
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This article presents a survey of denial of service attacks and the methods that have been 
proposed for defense against these attacks. In this survey, we analyze the design 
decisions in the Internet that have created the potential for denial of service attacks. We 
review the state-of-art mechanisms for defending against denial of service attacks, 
compare the strengths and weaknesses of each proposal, and discuss potential 
countermeasures against each defense mechanism. We conclude by highligh ... 
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Hot data identification for flash memory storage systems not only imposes great impacts 
on flash memory garbage collection but also strongly affects the performance of flash 
memory access and its lifetime (due to wear-levelling). This. research proposes a highly 
efficient method for on-line hot data identification with limited space requirements. 
Different from past work, multiple independent hash functions are adopted to reduce the 
chance of false identification of hot data and to provide predic ... 
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Accurate network traffic measurement is required for accounting, bandwidth provisioning 
and detecting DoS attacks. These applications see the traffic as a collection of flows they 
need to measure. As link speeds and the number of flows increase, keeping a counter for 
each flow is too expensive (using SRAM) or slow (using DRAM). The current state-of-the- 
art methods (Cisco's sampled NetFlow), which count periodically sampled packets are 
slow, inaccurate and resource-intensive. Previous work showed ... . 
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Knowing the distribution of the sizes of traffic flows passing through a network link helps 
a network operator to characterize network resource usage, infer traffic demands, detect 
traffic anomalies, and accommodate new traffic demands through better traffic 
engineering. Previous work on estimating the flow size distribution has been focused on 
making inferences from sampled network traffic. Its accuracy is limited by the (typically) 
low sampling rate required to make the sampling operation affo ... 
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Full text available: pdf( 232.17 KB ) Additional Information: full citation, abstract , references , index terms 

Virtual caches are employed as LI caches of both high performance and embedded 
processors to meet their short latency requirements. However, they also introduce the 
synonym problem where the same physical cache line can be present at multiple locations 
in the cache due to their distinct virtual addresses, leading to potential data consistency 
issues. To guarantee correctness, common hardware solutions either perform serial 
lookups for all possible synonym locations in the LI consuming additional ... 
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The traffic volume between origin/destination (OD) pairs in a network, known as traffic 
matrix, is essential for efficient network provisioning and traffic engineering. Existing 
approaches of estimating the traffic matrix, based on statistical inference and/or packet 
sampling, usually cannot achieve very high estimation accuracy. In this work, we take a 
brand new approach in attacking this problem. We propose a novel data streaming 
algorithm that can process traffic stream at very high speed (e. ... 
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The challenge of monitoring massive amounts of data generated by communication 
networks has led to the interest in data stream processing. We study streams of edges in 
massive communication multigraphs, defined by (source, destination) pairs. The goal is to 
compute properties of the underlying graph while using small space (much smaller than 
the number of communicants), and to avoid bias introduced because some edges may 
appear many times, while others are seen only once. We give results for thr ... 
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Many networking applications require fast state lookups in a concurrent state 
machine, which tracks the state of a large number of flows simultaneously. We consider the 
question of how to compactly represent such concurrent state machines. To achieve 
compactness,we consider data structures for Approximate Concurrent State Machines 
(ACSMs)that can return false positives, false negatives, or a "don 't know "response. We 
describe three techniques based on Bloom filters and hashing, and evaluate them usin ... 
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Sketch algorithms are widely used for many networking applications, such as identifying 
frequent items, top-k flows, and traffic anomalies. This paper explores the implementation 
of the Count-Min sketch update using Indexed SRF accesses on a SIMD stream processor 
(Imagine). Both the sketch data structure and the packet stream are modeled as streams, 
and in-lane accesses to the stream register file (SRF) support concurrent updates without 
explicit synchronization. The 500-MHz stream processor is ... 

Keywords: SIMD, VLIW, data stream processing, network processors, sketch, stream 
architecture 


17 Targ eted Path Profilin g : Lower Overhead Path Profilin g for Stag ed Dynamic 
Opt imiza tion Sy stems 

Rahul Joshi, Michael D. Bond, Craig Zilles 

March 2004 Proceedings of the international symposium on Code generation and 
optimization: feedback-directed and runtime optimization CGO '04 

Publisher: IEEE Computer Society 

Full text available: ^?| pdf(281.40 KB ) Additional Information: full citation , abstract , citin gs, index terms 

In this paper, we present a technique for reducing theoverhead of collecting path profiles 
in the context of a dynamicoptimizer. The key idea to our approach, called TargetedPath 
Profiling (TPP), is to use an edge profile to simplifythe collection of a path profile. This 
notion of profile-guidedprofiling is a natural fit for dynamic optimizers, which typically 
optimize the code in a series of stages.TPP is an extension to the Ball-Larus Efficient Path 
Profilingalgorithm. Its increased efficiency ... 
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The Advanced Course took place from March 4 to 15, 1974 and was organized by the 
Mathematical Institute of the Technical University of Munich and the Leibniz Computing 
Center of the Bavarian Academy of Sciences, in co-operation with the European 
Communities, sponsored by the Ministry for Research and Technology of the Federal 
Republic of Germany and by the European Research Office, London. 
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This article describes the Digital Continuous Profiling Infrastructure, a sampling-based 
profiling system designed to run continuously on production systems. The system 
supports multiprocessors, works on unmodified executables, and collects profiles for 
entire systems, including user programs, shared libraries, and the operating system 
kernel. Samples are collected at a high rate (over 5200 samples/sec. per 333MHz 
processor), yet with low overhead (1-3% slowdown for most workloads). A ... 

Keywords: performance understanding, performance-monitoring hardware, profiling, 
program analysis 
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Distributed Hash Tables (DHTs) provide a scalable solution for data sharing in P2P 
systems. To ensure high data availability, DHTs typically rely on data replication, yet 
without data currency guarantees. Supporting data currency in replicated DHTs is difficult 
as it requires the ability to return a current replica despite peers leaving the network or 
concurrent updates. In this paper, we give a complete solution to this problem. We 
propose an Update Management Service (UMS) to deal with data ... 

Keywords: data currency, data dvailability, data replication, distributed hash table 
(DHT), peer-to-peer 
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